
industry solutions

zenon Energy Edition
Switch on for more efficiency, integration 
and ergonomics in energy generation, 
transmission and distribution.



experience and know-how 
Trust zenon for enhanced energy generation and distribution. 

zenon is proven in: 

 local control for substations of any voltage level 

 in control centers for medium voltage

 in hydro-electric power plants 

 for farm management for renewable energy

 resources (like wind and photovoltaic)

global presence – local care
We’re present in over 25 countries, providing local support 

together with our competence partners, and looking out for 

your needs. Our headquarters in Salzburg, Austria, takes care 

of product development and quality management to maintain 

the highest standards in reliability and security. This is also 

true for all our drivers and supported protocols. Certificates 

like the KEMA certificate for our IEC 61850 driver underwrite 

our quality standards.    
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clear focus and strong 
partnerships
COPA-DATA focuses purely on developing world-class auto-

mation software. Within the COPA-DATA Partner Community 

we support our strong network of system integrators and 

technology partners, thus ensuring the consistent delivery of 

reliable and secure solutions to all clients.

COPA-DATA has been active in the energy industry for nearly 20 years. In 2006, we 
launched the automation software zenon Energy Edition as an edition of zenon, specially 
dedicated to the needs of the energy industry. With it’s IEC 60870 and DNP3 driver, 
zenon became a well-known player in substation automation. The introduction of the 
IEC 61850 driver and its KEMA certification was a further important step towards 
becoming the leading system for communication, visualization and control.

energy  I  the clever solution

 Preface.
 copa-data , your reliable partner in the energy industry.
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zenon covers all areas, from  
hmi/scada right up to powerful 
reporting 
Use the industry tailored solution to meet all your require-

ments; from flexible and secure communication, visualiza-

tion and control, to comprehensive reporting. Save time and 

money with one integrated solution:

 Use built-in drivers like IEC 61850 for 

 communication

 Create effective HMI/SCADA visualization and

 control projects

 Prepare powerful reports out of the box

 Configure your gateway for IEC 60870 or DNP3

 Use the SCL Editor for IEC 61850 documents

 Benefit from integrated IEC 61131-3 programming

 Analyze with built-in Data Historian

 the clever solution  I  energy

Thanks to protocols like IEC 61850, IEC 60870 
and DNP3, zenon integrates seamlessly into 
the control centers. The simply perfect 
solution to deliver full control and connectivity.

One product family. 
One integrated environment. 

zenon energy edition
zenon Energy Edition is the industry-specific SCADA so-

lution from COPA-DATA for power plant automation and 

substation automation, grid control technology and wind 

park management. 

The drivers developed by COPA-DATA guarantee adher-

ence to international standards such as IEC 61850/IEC 

61400-25, IEC 60870 and DNP3. 

With the seamless integration of zenon Logic, the  

IEC 61131-3-based PLC system from COPA-DATA, zenon 

Energy Edition becomes a comprehensive solution for 

energy automation.
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No matter where zenon is applied. Your 
benefits are rapid engineering, sovereign 
reliability and industry-leading security.

with over 20,000 installations, zenon is 
firmly established in the energy industry. 

The clever solution for a 
broad range of applications
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photovoltaic plants
Automated operation and remote supervision and control are 

the key to profitable photovoltaic power generation. Supply 

full transparency with sophisticated event handling and de-

tailed reporting to reduce maintenance costs and enable con-

tinuous optimization.

municipal grids
zenon is your perfect match for use in municipal grids and pro-

vides one integrated system for controlling electricity and all 

other media like gas, heat, water and wastewater. Build your 

24/7 control room, equip it with zenon – and you’re done. 

smart grid
The ‘Smart Grid’ is one of the ‘hot topics’ of the 21st century. 

Distributed energy generation and virtual power plants cre-

ate an increased demand for secure, fast and reliable com-

munication. With comprehensive communication capabilities, 

zenon adds value and increases cyber security in many areas 

of Smart Grid technology. 

substation automation
Realize the most reliable and secure substation automation 

with zenon. Enable connections to all types of devices, whilst 

ensuring that processes always run smoothly – providing  

precision monitoring and operation. zenon works in transmis-

sion and distribution substations.

hydroelectric power plants
zenon is perfect for the control and monitoring of Hydroelec-

tric Power Plants. Provide advanced visualization and control 

of all the components of your plant. 

wind farms
Choose superior turbine controller visualization and farm 

management. With its IEC 61400-25 driver, zenon is opti-

mally prepared for communication, supervision and control 

of wind power plants and makes the process data available 

to control centers (by using, for e.g., the IEC 60870-104  

gateway). 
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Create sophisticated and secure applica-

tions with only a few mouse clicks. With 

zenon Editor, the most efficient engi-

neering environment on the market, 

you will become an expert in no time. 

Get started quickly and create your first 

working project in less than an hour thanks to intuitive use 

and out-of-the-box functionalities. Over 20,000 zenon instal-

lations in the Energy Industry speak for themselves – you can 

trust in a realiable and proven system. In order to further se-

cure your project‘s success, our technical consultants reliably 

support you whenever you need them.

Why switch to zenon? 
save time in engineering, create leading-edge automation 
projects and delight your customers.



 why switch to zenon  I  energy
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leading-edge solutions and 
groundbreaking usability that 
will impress your clients
With zenon you will set standards in HMI/SCADA visualiza-

tion and control. Bring ease and ergonomics into complex ap-

plications and enable users to operate with maximum safety 

and reliability. zenon supports you with out-of-the-box fea-

tures like Multi-Touch gestures or Worldview.

save time with zenon rapid 
engineering 

All specific functionalities required in energy automation 

projects are native to zenon. Create even sophisticated appli-

cations with just a few mouse clicks and see how your project 

creation times drop significantly.

Use ready-to-use functionalities out of the box – quick and 

secure to implement:

 Redundant networks

 Command processing

 Breaker tripping detection

 Switch locking

 Topology

 Simulation 

 Alarm Management

 Worldview

 Multi-Touch

and many more.

Use advanced features and functionalities out of 
the box without having to write code. 
Create even the most complex projects in a breeze.

Native worldview in zenon – 
control with mouse or touch gestures



high return on investment (roi) 
in system implementation
zenon stands for optimum return on investment with effec-

tive, fast and secure engineering and the ability to integrate 

perfectly in heterogeneous infrastructures. 

We can guarantee this through:

 Very flexible, large bandwidth of applications, 

 few restrictions

 Rapid engineering

 Distributed engineering capabilities

 Open product – easy to extend 

 (with integration of VBA or VSTA .NET)
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low total cost of ownership (tco)
in system operation
The system’s lifetime operating and maintenance costs are 

crucial. Efficient project maintenance and readiness for ex-

pansion make zenon a system with excellent TCO.

Made possible by:

 Openness and independence

 Efficient maintenance

 Modularity

 Backward compatibility

Aim for optimal profitability.



At COPA-DATA we understand that the security of a SCADA 

system is never a static condition but always an evolutionary 

process which needs continuous improvement.

By incorporating this philosophy from the first line of 

code in 1989, zenon became one of the most robust SCADA 

systems available. Our product managers and engineers are 

continuously engaged in making zenon even more secure.

zenon security features
 Secure command processing (integrating “select 

 before operate” for DNP3, IEC 60870 and IEC 61850)

 KEMA certified IEC 61850 driver

 Encrypted network communication

 Data encryption with password and hash encryption

 Certified for Windows 7 – supporting all the security 

 features of the operating system

 No data stored in plain text

 Signed files

 SQL-Database Access can be password protected

 Each action can be locked/attributed to user rights

 Change history logging

 Chronological Event List (CEL)

 For NERC/CIP we provide information and documentation 

 for parts CIP-002 through CIP-009

 Webserver offers HTTP Tunneling

 Webserver available solely for monitoring with no 

 operational functions.

zenon combines cutting edge technology with perfect 
economics. It is a rounded solution and a profitable investment.

Put security first.
 zenon is setting industry standards in security.

To ensure cyber security we follow the 

IEC 62351 standard and provide infor-

mation for NERC/CIP if required by the 

system integrator. For IEC 62351 we 

have currently implemented the ACSE 

Authentication (ISO 8650-1) for the  

IEC 61850 client, offering compliance 

with S1 of PICS for the ISO 9506 profile. 

We are constantly working on compli-

ance with other profiles and will imple-

ment them step by step. 

 why switch to zenon  I  energy
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With its native drivers and communication protocols, zenon 

Energy Edition is perfectly suited for all communication tasks, 

whether with various IEDs or to remote systems.

Energy Drivers and Protocols 

 IEC 61850 Client/Server and GOOSE

 IEC 61400-25

 IEC 60870-5 (101/103/104)

 DNP3

 IEC 62056-21

 OPC UA

 Modbus

 IEEE C37.118 (Synchrophasor)

 Slave/Server Side with the zenon Process Gateway for 

    ICCP/ TASE.2/ IEC 60870-6, IEC 60870-5, DNP3, 

    OPC UA, Modbus

 Integrated SCL Editor for IEC 61850 documents 

 COPA-DATA’s IEC 61850 client driver is KEMA certified

Communication & Independence.
 zenon ensures secure and open communication,    
 using a whole range of energy-specific protocols    
 from goose to iec 60870.
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comprehensive 
reporting with zenon
COPA-DATA’s revolutionary reporting 

system is the optimal choice for en-

ergy applications. Integrate data from 

distributed data sources in graphi-

cal reports, regardless if in real-time 

or from historical data. These reports 

allow a precise overview of a power 

plant’s status and Power Quality Indica-

tors. Specific reports can be generated 

automatically, making zenon a power-

ful tool to create compliant, consistent  

documentation. 

Stay flexible in communication.
 benefit from many different possibilites in 
 upstream and downstream communication.
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Data

Year  2013
Month  Oct
Timezone  GMT+0010
WPP  St. koloman
Weibull  Parameters
Wind Speed Type  Free
Power Curve  EDPR Strd. Refer.
Technical Availability  88.38%
Average Windspeed  4.11 m/s
Average Temperature  11.7°
Average Air Densitiy  1.10 kg/m3
Temp. Source  37.00m
Referance Air Density  1.11 kg/m3
Wind Direction  WTG Yaw 

NominalPower  2MW
PTD  2004-12-03
WTG  1
WTG Model Leitwind X
Number of WTGs  11
Maximum Records  5101
Good Records  2793 - 87.8%
Off Air Density  Records 0-0%
Off Status Records  3793 - 100%
Off Direction Records  -
Off Temperature Records - 
Eligable Records  0 - 0% vs Max - 0% vs Good
Data Type  Original Data with Auto Filters
Status  Free

Summary Chart

Error 87 Mains Failure Undervoltage

Error 71 Mains Failure Undervoltage

Error 03:2 Rotor Overspeed Measurement VO Board

Error 07:2 Rotor Overspeed Measurement VO Board

Error 12:14/64 Rotor Overspeed Stepup Choper

Error 55:14/64 Rotor Overspeed Stepup Choper

Error 11:2 Rotor Overspeed Measurement VO Board
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zenon’s communication options in Energy Automation.

Wind Turbine Performance
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Error 11 Mains Failure Undervoltage

WTG Inspection

Error 07 Mains Failure Undervoltage

WTG Inspection

Error 88 Mains Failure Undervoltage

WTG Inspection

Data

Year  2013
Month  Oct
Timezone  GMT+0010
WPP  St. koloman
Weibull  Parameters
Wind Speed Type  Free
Power Curve  EDPR Strd. Refer.
Technical Availability  88.38%
Average Windspeed  4.11 m/s
Average Temperature  11.7°
Average Air Densitiy  1.10 kg/m3
Temp. Source  37.00m
Referance Air Density  1.11 kg/m3
Wind Direction  WTG Yaw 

NominalPower  2MW
PTD  2004-12-03
WTG  1
WTG Model Leitwind X
Number of WTGs  11
Maximum Records  5101
Good Records  2793 - 87.8%
Off Air Density  Records 0-0%
Off Status Records  3793 - 100%
Off Direction Records  -
Off Temperature Records - 
Eligable Records  0 - 0% vs Max - 0% vs Good
Data Type  Original Data with Auto Filters
Status  Free

Uncover hidden potential 
for improved profitability.



command processing 
  Breaker tripping detection

  Switch locking 

  Topology check

The integrated, dedicated module 

handles secure command processing; 

allowing two stage and two hand com-

mands, including the consideration of 

protocol-specific features such as select 

and execute (IEC 60870) or select 

before operate (IEC 61850). In order 

to prevent the operator from incor-

rectly switching, an interlocking-logic 

can be added to each command. The 

interlocking-logic can be calculated by 

the use of switch status or by consid-

eration of the topological status of the 

lines. Command Processing comes with 

integrated functionalities like Breaker 

Tripping Detection and Switch Locking 

(Tag Management).

can be seen by the coloring of the lines 

using the topological model calculation 

in the background.

Additionally, it is possible to design 

a training simulator with a workstation. 

The engineer just has to define the pro-

cess behavior by using IEC 61131-3 lan-

guage programming.

alarm management
A sophisticated alarm management 

concept is crucial to safe system opera-

tions. zenon Energy Edition. It offers 

a SCADA system which fully supports 

you in its implemention. 

As alarm management is a native 

feature in zenon Energy Edition it is 

quickly set up and configured without 

having to write code. The alarm han-

dling allows for optimum handling and 

usability and is fully-integrated with 

zenon’s redundancy functions.

Visual Alarm Guidance: the alarm 

areas allow the creation of applications 

which lead the user from a summarized 

alarm indication to the detail-screen of 

the alarm. Creating a visualization of 

the number of alarms active, active/ac-

knowledged and inactive/unacknowl-

edged in a summarized manner is also 

possible.
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Tech Features.

topology
See the power status of the lines at a 

glance. Choose different colors for pow-

ered, unpowered and grounded. Define 

a color for each voltage level and see 

if a transformer feeds back. For more 

security, undefined or faulty switches 

cause different coloring of the lines. 

This presents the information in an 

easily-recognizable way, so operators 

have immediate notice of problems. The 

calculated topological model can also be 

used for the interlocking of commands. 

The engineering of topology is done 

just by drawing the lines and using the 

switches.

simulation
In order to see what will happen with 

the grid when a certain switch is opened 

or closed, the operator can take a pro-

cess image and run a workstation in 

simulation mode. Now he is able to 

handle all switches without affecting 

the real process. The simulation results 



integrated status 
flags
A zenon Energy Edition tag allows 

up to 64 status flags in addition to its 

value and time stamp. The status flags 

include: 

 Protocol specific information 

 (e.g. IEC 60870-5: Not Topical, 

 Invalid, Substituted, Cause of 

 Transmission, Blocked)

 Product-specific information 

 (e.g. breaker trip, network select)

 User-specific information 

 (set by programming interface). 

client/server 
zenon client/server network technol-

ogy provides a completely platform in-

dependent solution. Benefit from con-

sistent availability and zero downtime 

through the intelligent redundancy 

concept. Redundancy in zenon guaran-

tees interruption-free redundancy and 

lossless data recording. 

zenon makes distributed operations 

simple and secure to set up, operate and 

maintain.

The setup in zenon is done with 

a few mouse clicks due to the native 

network functionality. Project updates 

can be implemented while the system 

is running, keeping the system online, 

available and operating at all times.

redundancy
Benefit from consistent availability and 

zero downtime through the intelligent 

redundancy concept. Redundancy in 

zenon guarantees interruption-free re-

dundancy and lossless data recording.

network setup
The setup in zenon is done with a few 

mouse clicks due to the native incor-

porated network functionality. Project 

updates can be implemented while the 

system is running, keeping the sys-

tem online, available and operating at  

all times.
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webserver
With zenon’s web server technology you can bring your proj-

ects to any web browser without any additional engineering 

effort. This gives you complete freedom and flexibility re-

garding where your projects can be accessed. For enhanced 

security, the zenon Webserver is available as a standard ver-

sion only for monitoring purposes - no operation is possible.

integrated historian
Precise archiving in millisecond timestamp resolution with 

secure data consistency through real time data acquisition. 

Export your historical data to any format you need to store it 

or further process it in other systems.

monitor administration
You can easily configure projects for single and multiple mon-

itors. Project screens can be allocated to multiple monitors. 

zenon multi-monitor projects can also be displayed on single 

monitor systems without additional project engineering.
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world view
The Worldview functionality lets you display large process 

screens clearly. Functions like zooming, panning and declut-

tering are natively incorporated and can be activated via 

mouse click.

multi-touch
COPA-DATA’s product family offers the worldwide first HMI/

SCADA applications with native Multitouch capabilities. This 

ranges from simple two-hand operation to advanced func-

tionalities like zooming or scrolling with two fingers or the 

use of gestures for command entry.

object orientation 
(symbols, variables)
Create perfect usability for operators with a library of tem-

plates and symbols. An extensive library of templates and 

symbols helps you to create your projects quickly with supe-

rior graphics and usability. At any time the predefined tem-

plates and symbols can be re-configured or extended with 

individual ones. zenon variables are based on a consistent 

object-orientated concept. The basis of each variable is a data 

type from which it is derived. When creating a variable, this 

provides all the properties of the allocated data type.

energy  I  communication & independence

Tech Features.
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multi-project management
In zenon Runtime multiple projects can run simultaneously. 

This means you can split up large projects easily into different 

smaller projects. Enjoy advantages in project maintenance, 

load distribution and sophisticated network functionalities 

like zenon’s circular redundancy.

event list 
The event list records all relevant events and cannot be ma-

nipulated, which makes it ideally suited for full traceability of 

all user actions and system events.

user management
Well-defined user management is the key to secure opera-

tions. Each element can be assigned to one of 128 user right 

levels, to give you full flexibility to integrate any security 

concept.

In addition, zenon Energy Edition is fully Windows 7 

compatible, which means that it can be integrated into Win-

dows user administration.

drivers and protocols
Drivers and communication protocols are the key to integrate 

systems with great flexibility and performance. COPA-DATA 

develops all drivers in-house and has native driver knowl-

edge. This guarantees the maximum in performance, security 

and support. zenon enables full freedom and flexibility with 

over 300 native drivers and support for all relevant protocols.

automatic engineering and 
project wizards 
Use predefined wizards or create your own ones for recur-

ring engineering tasks. You are also supported by automated 

export and import of language files when creating multi-lan-

guage applications.

distributed engineering
In the engineering stage projects can be made available cen-

trally and can then be edited from several workplaces. This 

way, teams work together efficiently, configuring regardless 

of location. zenon ensures safe synchronization. For en-

hanced engineering security, project backups can be created 

automatically.



COPA-DATA Headquarters

Ing. Punzenberger COPA-DATA GmbH
Karolingerstr. 7B, 5020 Salzburg
Austria

t +43 (0) 662 43 10 02-0
f +43 (0) 662 43 10 02-33

info@copadata.com
www.copadata.com

Find your regional contact at: 
www.copadata.com/contact

With over 20,000 installations 
zenon is a proven solution in 

power generation and distribution.

solutions for the 
energy industry

dynamic process solutions
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